Vinh The Nguyen — Texas Tech University vinh.nguyen@ttu.edu

Individual Assignment 3

Problem statement: Email harassment to teacher

Evidence: Two harass emails, from the first email, it is able to map the IP to a room with three girls. Those girls are not in Lily’s class.

Solution:
In this assignment, we will use NetworkMiner to solve the problem.

1. First Load the given Pcap file then you will be given the layout as shown below

& NetworkMiner 2.3 - X
File Tools Help

— Select a netwark adapter in the list — v | e @ Stop

Hosts (747) Files (4423) Images (2463) Messages (2) Credentials (813) Sessions (2111) DNS (2560} Parameters (100954) Keywords (2) Anomalies Case Panel

Sort Hosts On: | Sent Bytes (descending) - Sort and Refresh F"E”:"'E :;;1
nitroba p.

99 208.111.148.6 [pubint vo linwd net] facebook-photos-538.vo nwd net] [photos-538 1l facebook com] ffacebook-photos-702.va lnwd net] [photos-702l facebook com] facebook-photos-569 vo livwd net] [shotos-569.1 facebook com] facebook-photos-8 A
& 192.168.15.4 (Apple_i0S)
48 74.125.15.158 [v6.cache | google com] [vE.cache googlevideo com]
A §9.22167.215 [a227 da1.akamai net] [ax phobos apple com.edgesuite net] [a1.dal.akamai net] [a1.phobos.apple.com.edgesutte net] [a1 phobos.apple.com] (Linux)
Z\ 69.22.167.214 [a227 da1.akamai net] [ax phobos apple com.edgesuite.net] [a1.da1.akamai net] (a1 phobos.apple com.edgesuite net] [a1 phobos.apple.com] (Linux)
48 158.151.60.100 [orbitz.com] [www orbitz.com]
23 72247171161 [e861 p skamaiedge net] image pegs com edgekey net] [mage pegs com] {Linux)
‘i\ 204.2.133.48 [1323) akamai.net] [mages.auctionworks com.edgesuite.net] [mages marketplaceadvisor.channeladvisor.com] images. auctionwarks.com] {Linux)
41 66.166.239.194 [www.annay.com] [annoy.com] [www.clintonfein.com]
5 192.168.1.64 (Apple_i0S)
- {3 69.22.167.239 [a251 b akamai net] [www-ich com geo akadns net] [www ichotelsgroup com] images3 ichotelsgroup .com] (Linux)
40 209.123.229.231 [www toroleather.com]
A 69.22.167.247 [2765.g.akamai net] [abmr.net.edgesuite net] [a34.g.akamai net] [ads ak facebook.com edgesuite net) [ads.ak facebook com] [a1260.g .akamai.net] jusweb.dotomi .com .edgesuite net] [dmmres.dotomi.com edgesuite net] [a727 g.akamaine
66.11.48.136 [117 photobucket.com]
66.211.160 61 fthumbs ebay com] [c ebay georedirector akadns net] fthumbs2 ebaystatic.com] thumbs 1 ebaystatic com]
148 152.168.15.1 ftime apple.com] [idisk mac com] [bethmv members mac com]
" 65.182.152.74 [www hellosacramento.com] [www hellometro com]
-9 65.212.121.21 [www weather.com]
216.113.185.92 fthumbs ebay.com] [c ebay georedirector.akadns net] fhumbs3 ebaystatic com] thumbs 1.ebaystatic com] jhumbs. ebaystatic.com]
411 209.17.65.4 [i184 photobucket com] [182 photobucket com]
/49 159.93.58.125 [cdn.cnn.com.c footprint net] .cdn tumer.com] [global.msads net.c footprint net] [ads 1.msn.com] [cdn pricegrabber.com.c footprint net] [ai pricegrabber.com]
209.73.191.242 [ycsd yahoo®.akadns net] [l yimg .com] [gecycsd yahoo8.akadns.net] [yui yahooapis.com]
65.207.183.121 [www weather.com]
69.22.167.201 (5227 da1 akamai net] [ax phobos apple com. edgesuite net] [a1.dal.akamai net] [a1 phobos apple com edgesuite net] [a1 phabos apple com] (Linux)
48 209.17.73 6 [1253 photobucket com]
40 208.82.240.210 imagehost.vendio .com] fgallery.vendio.com]
69.26.190.48 [3943.g.akamai net] [geo-us i1 yimg.com yahoo2.akadns.net] Jus.i1.yimg.com]
31 168.143.188.82 magegallery Jeonardo.com]
48 216.38.162.57 [ant mi instacortent net] [g-ecx images-amazon.com] [ecx images-amazon.com]
204.2.133.41 [1323) akamai.net] [mages.auctionworks com.edgesuite net] [mages marketworks .com] [mages marketplaceadvisor.channeladwisor.com] {Linwe)
40 £3.111.24.75 [www weather com]
[E3 59.26.180.17 [2248.2 akamai net] [a749.g.akamal net] [static.ak facebook com edgesuite net] [static ak focdn net] 2307 .g.akamal net] [core insightexpressai.com sdgesuite.net] (Linux)
48 74125.15.104 [www | google com] [www google com] [news | google.com] [news google com] [maps | google com] [maps.google com] [en-us start2 mozilla.com]
48 66.33.211.225 [www holidayinnsacramento com] [www sacramentohi com] [www hibeaumont.com]
40 198.151.61.175 [www revresda.com] [www revresda com:80]
{\ 69.22.167.246 [a 1906 g.akamai net] [cdn2 adsdk.com edgesuite net] [a1654.g.akamai.net] [pics ebaystatic com.edgesuite net] [pics.ebaystatic.com] [a949..akamai net] leadback .advertising.com edgesute.net] (Linux)
7 152.168.1.254
44l 74.125.19.17 [googlemail | google com] [mail google com]
84.200.227.131 flinkarena.com]
40 208.185.127.35 [cs about.akadns net] [z.about.com]
43\ 69.22.167.217 [2932.g.akamai net] [mages apple.com edgesuite net] [a1406.g.akamai.net] [an tacoda net.edgesuite net] [an taceda.net] [a1166.9.akamai net] [tm.ebaystatic.com edgesuite net] ftm.ebaystatic.com] [a158.x akamai net] [www eyeblaster.
48 64.233.187.190 [sb | google.com] [sb.goagle com]

v

Reload Case Files
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The first screen or layout provides us with a lot of information, it’s difficult to start from here. One thing we could do at this

step is to filter out which ip address performs a lot of actions by Sort Host on bytes sent.
2. A very good starting point to this problem is going to the “Message” tab.

— Select a network adapter in the list —

Hosts (747) Files (4427) Images (24659) Messages (2) Credentials (813) Sessions (2111) DNS (2560) Parameters (100854) Keywords (2) Anomalies
v||:| Case sensitive | ExactPhrase | Any column

Filter keyword: |

~ | Clear || Apply

Frame nr.  Source host Destination host From To

81379 152.168.15.4 (Apple_i0S) 65.80.225.51 [www sendanonymousemail net] liytuckrige @yahoo com Your class stinks  Hitp
84366 152.168.15.4 (Apple_i0S) 65.25.94.22 [willselffdestruct com] [www willselfdestruct co ... lilytuckrige@yahoo .com  you cantfindus  Hitp

Subject Protocol  Timestamp

2008-07-22 06|
2008-07-22 06|

Attribute

to
subject
message
type

ttl
submit x

submit y
<

Value

litytuckrige @yahoo .com

you cant find us

and you cant hide from us.Stop te:
0

30

92

26

Windows-1252 Westem European {(Windows)

and you cant hide from us.

Stop teaching.

Start running.

There are two messages here, the most important message is the second one since it is exactly what Lily received. We can start

from here.
The output provides us three information

- The message is sent with a frame number: 84366 so we can start from this frame number backward to save time

- The source host is 192.168.15.4, we can filter only activities related to this address
- The operating system on the source host is Apple (Apple_iOS).

3. The next step, we would like to know which browser the attacker uses to send the message. The reason to look for this

information can give us two things:
a. Some credential information might be used if we look at this browser

b. Other related activities may reveal some information

After playing around with all other tabs, | found the “Parameters” tab to be the most relevant tab to answer my question since
it includes information such as Frame Number, Brower type or iOS. First, we filter out the activities related to ip address

192.168.15.4 then scroll down and look for frame number 84366
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Hosts (747) Files (4423) Images (2469) Messages (2) Credentials (313) Sessions (2111) DNS (2560) (P it Keywords {2) Anomalies

Filter keyword: | [EZRIEAERD

Farameter name Parameter value Frame number  Source host

ETag "3d1262-2280-48067839" 84299 216.113.181 46 [i21 ebayimg com]
Via 1.1 gexcacheb? (NetCache MNetApp/5.6.2R1) 34299 216.113.181 .46 [i21 ebayimg.com]
POST /secure/submit 84366 1592.168.15.4 (Apple_i05)

Referer hitp ./ fwww willseffdestruct.com/secure/submit 84366 192.168.15.4 (Apple_iQS)
Content-Type applicationc-www-form-udencoded 84366 152.168.15.4 (Apple_i05)
User-Agent Mozilla/4.0 {compatible; MSIE 6.0; Windows NT 5.1; SV1) 84366 152.168.15.4 (Apple_iQS)

Host www willsefdestruct com 84366 192.168.15.4 (Apple_iQS)
Cortent-Length 188 84366 152.168.15.4 (Apple_i05)
Cache-Control no-cache 84366 152.168.15.4 (Apple_i05)

to livtuckrige @yahoo .com 34366 152.168.15.4 (Apple_iQS)

subject you cant find us 84366 192.168.15.4 (Apple_iQS)
message and you can' hide from us.Stop teaching. Start running. 84366 152.168.15.4 (Apple_i05)

ype 1] 84366 152.168.15 4 (Apple_i0S5)

tl 0 84366 152.168.15.4 (Apple_i05)

submit x 52 84366 152.168.15.4 (Apple_i05)

submit y 26 84366 152 16815 4 (Apple_i05)

To interpret the browser, we simply put the whole parameter value on Google

Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1) =>

Internet Explorer 6 on Windows XP SP2

So we can think that, the attacker may use Virtual Machine installed with Windows XP SP2 and use IE to send the message.

4. The next step is a very long and it consumes a lot of time because we have to trace back around 95000 packets. To make it’s
easier we need to filter out only activities related to this Browser.


https://developers.whatismybrowser.com/useragents/parse/2045-internet-explorer-windows-trident
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Hosts (747) Files (4423) Images (2469) Messages (2) Credentials (313) Sessions (2111) DNS (2560) Parameters (100954) Keywords (2) Anomalies

vinh.nguyen@ttu.edu

Filter keyward: | Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; 5V1)

v||:| Case sensitive | ExactPhrase | Parameter value ~ | Clear | Apply

Parameter name Parameter value Frame number  Source host Source port  Destination host ~
User-Agert Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SW1) 83774 152.168.15.4 (4pple_i0OS) TCP 35550 194.1259.79.21 [view atdmt.com]
User-Agent Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; 5W1) 83776 152.168.15.4 (fpple_i0S) TCP 35880 74.125.15.167 [pagead | google.com] [pagead? googlesyndicatio
User-Agent Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; 5W1) 83730 152.168.15.4 (4pple_i0S) TCP 35992  69.25.94.22 [willsefdestruct.com] [www willsefdestruct.com] {Linu
User-Agent Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; 5W/1) 83792 152.168.15.4 (fpple_i0S) TCP 35598 74.125.15.127 [www-google-analytics | google com] [www google
User-Agent Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; 5V1) 83802 152.168.15.4 (Apple_i0S5) TCP 35594  £9.25.54 22 [willsefid ict.com] [www willselfd, ict.com] {Linc
User-Agert Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SW1) 83803 152.168.15.4 (4pple_i0OS) TCP 35596 66.58.172.25 [c14 statcounter.com]
User-Agent Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; 5W1) 23837 152.168.15.4 (4pple_i0S) TCP 36000 69.25.94.22 [willsefdestruct.com] [www willsefdestruct.com] {Lin
User-Agent Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; 5W1) 83852 152.168.15.4 (4pple_i0S) TCP 36002 69.25.94.22 [willsefdestruct.com] [www willsefdestruct.com] {Lin
User-Agent Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; 5W1) 23884 152.168.15.4 (fpple_i0S) TCP 35576  69.22.167.245 [aB67 g akamai net] [www wired com edgesuite ne
User-Agent Mozilla/4.0 ([compatible; MSIE 6.0; Windows NT 5.1; V1) 83385 1592.168.15.4 (Apple_i05) TCP 35950 4.71.104.187 [amch.guestionmarket .com] [a.dlgm net]
User-Agent Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SW1) 83527 152.168.15.4 (4pple_iOS5) TCP 36008 65.25.54 .22 [willsefdestruct.com] [www willseffdestruct.com] (Linu
q Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; 5W1) 152.168.15.4 (Apple_i0S) TCP 35804 74.125.15.17 [googlemail | google .com] [mail.google.com]
User-Agent Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; 5W1) 84366 152.168.15.4 (4pple_i0S) TCP 36044  69.25.94 .22 [willsefdestruct.com] [www willsefdestruct.com] {Linu

Right above the frame 84366 is the frame 84091 which uses this browser to perform mail activity, this email activity may give
us who logins.

Parameter name Parameter value Frame number  Source host 2
count 1 24091 152.168.15.4 (Apple_i0S5)
reql_type i 24091 152.168.15.4 (Apple_i05)
reql_time 172110 24091 152.168.15.4 (Apple_i05)
reqll_svtype 7 24091 152 168.15.4 (4pple_i0QS5)
G DOAAAGEAAAAAM Z0WELoMBEDgo Q5w AV 2z HIfuyAQ3G .. 84091 152 168.15.4 |4pple_i05)
5 gmail=L5hb 7ThHJ9BS7n6StWA4Fv A.gmail_yj=OoenmU7qT... 84091 192.168.15.4 (Apple_i05)
GMAIL_AT xn3j32oktt 2a0g60a 3k Ssfrod 05y zf 24091 152.168.15.4 (Apple_i0S)

192.168.15.4 (Apple_i05)

jcoachj@gmail com/475050

PREF ID=8c081df5e 738a3c: TM=1210743469:LM=1216706486:... 34091 192.168.15.4 {Apple_i0S)
NID 13=4J71tEcEz 1 ZHABP_IPyVgGhidaleZoJoiM -0 2A0... 34091 192.168.15.4 {Apple_i0S)
__utmx 173272373.00000983152309528271:2: 24091 192.168.15.4 {4pple_i05)
__utm 173272373.000005831592303928271:1216706401:2592000 84091 192.168.15.4 {4pple_i05)
SID DEAAAGWARACHEY Sizp fdbDJzwd RFDGU3a2eZKWg... 84091 192.168.15.4 {4pple_i05)
TZ 50 24091 192.168.15.4 {4pple_i0S)
GMAIL_HELP hosted:0 34091 192.168.15.4 {4pple_i0S)

At this point we have evidence that joachj@gmail or Johnny Coach may be the one who sent the harassment email to Lily but
we need more evidence to close the case.

There are several frames related to willselfdestruct.com that sent before and after the frame number 84091, this is a good
point to say that the attacker keeps these connections open. Next we found another email
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POST
Referer
Content-Type
User-Agent
Host

securty_code

submit
SESSID

/send.php

http://www sendanonymaousemail net/
applicationx-www-form-ulencoded

Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; 5V1)
www sendanonymousemail.net

275

no-cache
PHPSESSID=762adbal3236142ccec D ba2laaffa
liytuckrge @yahoo .com
the_whole_word_is_watching@nitroba.ong

Your class stinks

vinh.nguyen@ttu.edu

81373
81373
81373
81373
81373
81373
81373
81373
81373
81373
81373

Why do you persist in teaching a boring class?We dont like it We dont like you. 81379

xkpmkb
SEND!
762adba03236142ccec 305 6a 20aaffa

81373
81373
81373

192.168.15.4
192.168.15.4
192.168.15.4
192.168.15.4
192.168.15.4
192.168.15.4
192.168.15.4
192.168.15.4
132.168.15.4
132.168.15.4
132.168.15.4
192.168.154
192.168.154
192.168.154
192.168.154

If we keep looking all the frames sent by this browser, we can get a very interesting activity at the frame number 75685

Parameter name Parameter value Frame number  Source host 2
WPy 5 75682 152.168.15.4 (Apple_iDS)
res 1] 75682 152.168.15.4 (Apple_iDS)

B drosgubd8atoedb=3s=2p

answers 6M_jmMp5o r1Pj5ALPzHt Y utiCPHS2P1POs...
GET /sed rch_result; yit=ASFJuid0d4V MNivD7BR.;...
Referer wers yahoo .com/question./index ?qid=20080606...
User-Agent 0 (compatible; MSIE €.0; Windows NT 5.1; 5W1)

152.168.15.4 (Apple_i0S)
152.168.15.4 (Apple
152.168.15.4 (Apple i
192.168.15.4 (Apple_i
192.168.15.4 (Apple_i
132.168.15.4 (Apple_i0S

Host answers yahoo.com

Cookie sgu’ answers=rPrérbs2YDeGM_jm...

P
GET

192.168.15.4 (Bpple
192.168.15.4 (Apple_i0S
132.168.15.4 (Apple_iOS)

When the attacker performs a search on yahoo with the keywords: Can | go to jail for harassing my teacher?
And If we go back more at the frame number: 75095 then we get another search: I want to harass my teacher
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|
(%1
=
[¥=]
&n

Q0=c2VuZGluZyBhbmSue W 1vd ¥MagbWFpb A
|D=8fc081df5e738a3c: TM=1210743465:L M=1210743465: .
13=t71iEchz 1AH4BP_IPyWigGhidalcZolciAA-30 280 .
Jsearch thi=endg=i+want+o+harass+my+eacher

192.168.15.4 (App
192.168.15.4 (Ap
192.168.15.4
192.168.15.4 (A
192.168.15.4
192.168.15.

i Bt B Y |
[E N I Y]
[ =
[
oo n n

http://www google .com/search thi=endq=sending+anony...
User-Agent Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; 5W1)
Host www .google .com
Cookie 55=00=cAVuZGluZyBhbmSueW TvdXMabWFpbA; PREF=...

=i

o |
(%3]
[=}
[}
n

] -

[=}
[¥=)

192.168.15.4 (
192.168.15.4 (
192.168.15.4 ( :
192.168.15.4 (App

e |
[=}
[¥=)
oo

=i

n:ien N N
[=}
[¥=)

(=]
[}
£n:en

=i

i want to harass my teacher

ID=8fc081df5e738a3c: TM=1210743465:LM=1210743465:5=PiBsyJk S6cu-UEXV 7 152.168.154

12=m|YMwRy 7Bk T_gh2Vme Aozfrax DxGoe UEh 5 Rx5FACd=W S 5Pnoe BcOm8j0idt Xvd %o IngtilHde Do QXD ... 748 152.168.154

f JEAAAAI g8k Mrli 5Cin8 gif 7 152168154

www google com/search thi=en#g=sending+anonymous+mail 7 152168154

User-Agent Moszilla 4.0 ([compatible; MSIE 6.0; Windows NT 5.1; 5W1) 748 152168154
Host wiww google com 748 152.168.15.4
Cookie SNID=13=D8mxrhv 5 Tjg_nwidHBuWqEzoUHeqRFcoFcMdBlsrl=2d0ab K T-cu34375g; PREF=|D=8fc(81df5... 748 152.168.15.4

|D=8fc081df5e 738a3c: TM=1210743465:LM=1210743465.5=PiBsy.Jk S6cu-UEXV 7 152.168.15.4
12=ml*1MwRy 7Bk T_gh2Vme Aozfrex DxGoe UIEh 5Rx5FdCds W S 5Pnoe 8cOmEjlidt ¥wd 5o PngtilHde DoGXD .. 7 152.168.15.4
/zearch thi=endg=how+#o+annoy+people ] 192.168.154
hitp -/ /www google com/ E 192.168.154
User-Agent Mozilla 4.0 ([compatible; MSIE 6.0; Windows NT 5.1; 5¥1) ] 192.168.154
Host www.google.com ] 192.168.154
Cookie PREF=ID=8c081df5e738a3c: TM=1210743465:LM=1210743469:5=PiBayJk S6cu-UEXV; NID=12=mlYIM... ] 192.168.15.4
hl en ] 192.168.15.4
q how to annoy people 72597 192.168.154

At this point we can conclude that Johnny Coach is the attacker because of the following evidence.

- He performs a series of searches related to annoy, harassment, anonymous message

- He s the only one who uses IE 6.0 in Virtual Machine (other browsers run in Mac OS)

- The sessions or frame number connects to “willselfdestruct.com” occurs simultaneously when he logins to his Gmail
account which means that he performs this connection (because it uses the same browser) in such a short time.



